OVERVIEW

The AICPA’s Statement on Standards for
Attestation Engagements No. 16 (SSAE 16),
Reporting on Controls at a Service Organiza-
tion was issued in April 2010. As of June 15,
2011, the SSAE 16 effectively replaced the
long standing SAS 70 as the U.S. standard for
reporting on a service organization’s internal
controls. SSAE 16 is also referred to as Ser-
vice Organization Control (SOC) Reporting
1. The focus of SSAE 16 is on controls at a
service organization likely to be relevant to
user entities’ internal control over financial
reporting. The SAS 70 has been used as the
de facto standard for the Lottery industry for
close to 20 years now. For service organizations
that currently have a SAS 70 service examina-
tion (“SAS 70 audit”) performed, changes will
be required to effectively report under the new
SSAE 16 standard.
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APPLICABILITY OF SSAE 16 TO THE
LOTTERY INDUSTRY

If you are a company directly providing ser-
vices to the various Organizations that run
the Lottery programs or are a vendor associ-
ated with companies that provide the Lottery
industry with services such as electronic funds
transfer and as such have a direct or an indirect
impact on the end customers’ financial state-
ments the SSAE 16 will be applicable to your
company. Organizations that outsource their
gaming and transaction processing systems to
services providers require independent assur-
ance that the provider has adequate controls
in place so as not have an adverse impact over
the controls related to and the accuracy of its
financial statement. The SSAE 16 report is the
perfect vehicle for Organizations to obtain that
level of assurance and for services providers to
provide that assurance to them.

WHY THE CHANGE FROM SAS 70
TO SSAE 16

Globalization of business process outsourcing
drove the need for a common global standard.
SSAE 16 was issued to align with International
Standards on Attestation Engagements (ISAE)
3402. There was also the need for increased em-
phasis on the service organization rather than
the auditor. SAS 70 was more focused on the
auditor rather than on the service organization.
Companies reporting under SAS 70 had several
misunderstandings in that SAS 70 was thought
to be the implementation of best practices and
that it was a certification. SSAE 16 clarifies
these misunderstandings.

TWO TYPES OF ENGAGEMENTS

SSAE 16 will continue to enable a service
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the lotteries in some states and in the District of Columbia have stated
that they intend to move forward with plans to offer gambling products
on the Internet on an intrastate basis notwithstanding the DoJ’s historic
position,24 a DoJ clarification of its historic position — in line with the
weight of the law — clearly is desired. As stated by United States Assistant
Attorney General Michael Chertoff in his August 23, 2002 letter to the
United States Virgin Islands Casino Control Commission:

As a general rule, the Department of Justice is limited by statute to
providing legal advice within the federal government and the Criminal
Division does not issue advisory opinions with respect to the legality of
specific gambling operations. This allows the Department to defer the
resolution of legal questions until it is confronted with a concrete situa-
tion requiring action in a judicial forum.

We may, however, provide general guidance as to relevant statutory
provisions that are applicable to Internet gambling.

It is hoped that the Do] will provide such general guidance now, and
indicate that State-Authorized Intrastate Internet Gambling is not pro-
hibited under federal law.

VI. Conclusion

In these times of extremely challenging state financial circumstances,
states should not be foreclosed from pursing lawful means of generating
revenues. The position espoused by Senators Reid and Kyl regarding
intrastate Internet gambling is against the weight of legal authority and
should not be adopted. The DoJ should make clear — pursuant to its abil-
ity to provide general guidance — that State-Authorized Intrastate Inter-
net Gambling is not prohibited by federal law. ¢

24) The District of Columbia passed the “Lottery Modernization Amendment Act of 2010,” which was a part of the “Fiscal Year 2011 Supplemental Budget Support Act of 2010” (codified at D.C. Code
§ 3-1313). It authorizes the D.C. Lottery and Charitable Games Control Board to offer both games of skill and games of chance via the Internet. See: http://www.dclottery.com/pdfs/igaming/iGaming%20

FAQ’s%20Final.pdf (last accessed October 8, 2011).
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auditor to perform two types of engagements:

A Type 1 engagement in which the service
auditor reports on the fairness of the presenta-
tion of management’s description of the service
organization’s system and the suitability of the
design of the controls to achieve the related
control objectives included in the description
as of a specified date.

A Type 2 engagement in which the service au-
ditor reports on the fairness of the presentation of
management’s description of the service organiza-
tion’s system and the suitability of the design and
operating effectiveness of the controls to achieve
the related control objectives included in the de-
scription throughout a specified period.

NOTABLE CHANGES INTRODUCED

BY SSAE 16
The following are some of the notable

changes introduced by SSAE 16:

e A written assertion by management is re-
quired and must include the suitable criteria
used for its assessment.

e The Audit report must include a written as-
sertion by the subservice organization if the
inclusive method is used.

e While the SAS 70s required only a descrip-
tion of controls, SSAE 16 requires a descrip-
tion of systems / processes.

e Management of the
tion must identify risks that threaten the
achievement of the control objectives.

service organiza-

BENEFITS TO SERVICE ORGANIZATIONS

Service organizations such as services provid-
ers within the Lottery industry, vendors who sell
software to the Lottery industry, and companies
that provide services such as electronic funds
transfer can all receive significant value from
having a SSAE 16 examination performed.
An SSAE 16 report with an unqualified opin-
ion that is issued by an independent CPA firm
differentiates the service organization from its
peers by demonstrating that it achieved a de-
fined set of control objectives relevant to its
specific industry and that its controls are effec-
tively designed and in the case of a Type 2 report
that the controls are operating effectively over
a period of time. An SSAE 16 report will not
only help a service organization build trust with
its existing customers but also position itself in
the market place to attract new clients. A clean
SSAE 16 report can put small to mid-sized ser-
vice organizations on a level playing field with
some of their larger competitors. Most requests
for proposals (RFPs) today almost inherently
have the requirement for the service organiza-

tion to have been subject through an SSAE 16
examination. In fact, by not having an SSAE
16 examination, you face the likelihood of be-
ing eliminated from an opportunity before even
having the chance to bid.

The Sarbanes Oxley Act (“SOX”) requires
that publicly traded companies that outsource
a portion of their processes obtain an SSAE
16 report from their service organization. The
SSAE 16 report can effectively replace the
need for the service organization to be subject
to multiple audits from its customers and their
respective auditors. Multiple visits from user
auditors can place a huge burden on the ser-
vice organization’s limited resources. An SSAE
16 report ensures that all customers of service
organizations and their auditors have access to
the same information and in many cases this
will satisfy the user auditor’s requirements. The
SSAE 16 may also help service organization
recognize significant efficiencies in its business
processes as well as improvement in its controls
and control environment through value added
recommendations from the service auditor.

BENEFITS TO CUSTOMERS of SERVICE
ORGANIZATIONS

The main benefit of an SSAE 16 report to
customers of the service organizations is to be
able to provide the report to their auditors who
in turn can use the report in planning the au-
dit of the financial statements and potentially
could reduce a significant amount of testing
that would otherwise have been necessary.
Without an SSAE 16 report, the customers of
service organization would likely have to incur
additional audit costs to enable their auditors
to perform procedures at the service organiza-
tion. Customers of the service organizations
that obtain an SSAE 16 report from their ser-
vice organization(s) receive an independent
and unbiased opinion from the service audi-
tor about the service organization’s controls
and the effectiveness of those controls. The
SSAE 16 report is a mechanism for customers
of service organizations to demonstrate man-
agement of risks and exposures while outsourc-
ing business services. It helps ensure processing
integrity and reliability of outsourced business
transactions and services.

NEXT STEPS FOR SERVICE ORGANIZA-
TIONS AND THEIR CUSTOMERS

For service organizations that are currently
subject to a SAS 70, the new standards provide
an opportunity to challenge the value and re-
visit the scope of your current reporting and

@

compliance obligations. Some of the areas you

may want to consider are:

® Re-visit comments that you may have re-
ceived from your existing clients regarding
your current report and any improvements
that may be necessary.

¢ Challenge the current scope to gain confi-
dence that the report truly reflects the signifi-
cant components of your business operations.

e Is your organization subject to additional
regulations / guidelines that could poten-

tially be addressed through the SSAE 16

report (e.g., Multi-State Lottery Association

requirements)?
® Would this be a good time to add Trust Servic-

es reports (Webtrust, Systrust) or ISO 27001

/ ISO 27002 / PCI DSS certifications to your

service organization reporting process’

For customers of service organizations that
currently receive a SAS 70 from their service
organization, re-visit the scope of the current
SAS 70 report provided by your service orga-
nization and ensure that it truly reflects their
processing environment as it relates to your
transactions. Involve your financial statement
auditors to make sure that the new SSAE 16
report will satisfy their requirements not only
in terms of scope but also timing of when the
report will be made available to you by your
service organization.

For service organizations that do not have
an independent examination of their controls
performed, it is never too late to consider ob-
taining one and for customers of service orga-
nizations it is never too late to ask for one.

AICPA RESOURCES
Online source center: www.aicpa.org/soc
and www.aicpa.org/infotech

ABOUT A-LIGN CPAS

A-lign CPAs (www.aligncpa.com) is a na-
tional provider of SAS 70, SSAE 16, and ISAE
3402 Audit and Compliance Services. A-lign
was founded on the key principle that an un-
paralleled client service experience is the great-
est differentiator amongst professional service
firms. Our greatest strength is that we focus
specifically in delivery services to companies
with regulatory or customer compliance needs.
A-lign has assembled a team of audit profession-
als that contain extensive experience in the
compliance arena. With an average experience
level exceeding 10 years and having completed
hundreds of financial audits, SAS 70 audits and
other attestation services, A-lign’s professional
experience is one of its greatest assets. ®
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